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Executive Summary

The aim of the INEX project has been to clarify aasbess the value-based premises and
ethical consequences of present and planned Eurdpsess-border security initiatives and to
formulate recommendations on how to strengtherctierence, effectiveness and justice of
their impact. This objective was based on a streetgof premises about the centrality of
human and societal values to the provision of sigcut set out the hypothesis the human and
societal values are not incidental to security ficas, not just the measure of a certain value-
added, a desirable supplement. Rather it assuraéddiues were the very core of security. It
took security and insecurity as social, culturalitical concepts, and then sought to assess
this assumption by studying the new and quicklyhaag challenges of European internal
and external security.

INEX has been an interdisciplinary project, destyjaeound two research axes: thematic and
geopolitical. On the thematic axis it has studiedrffields of knowledge of high relevance to
the question of the ethics and the value-ladendessarising along the continuum between
internal and external security in Europe: (1) th@aal consequences of the proliferation of
security technologies, (2) the legal dilemmas tlaatse from transnational security
arrangements, (3) the ethical and value questimaisstem from the shifting role of security
professionals and (4) the consequences of the oigangle of foreign security policy in an
era when the distinction between the external atetnal borders grows less distinct On the
geopolitical axis it has studied and produced reoemdations relative to two geographical
theatres of high relevance for ethical issues t&rival/external security: the Eastern European
‘neighbourhood’ and the Mediterranean ‘neighboudicacluding Morocco, Algeria and
Egypt, Middle East and North Africa.

The results of this complex project are understalydeomplex. This is certainly part of the
practical conclusion of the INEX project: The quest provide security is irreducibly
complex. It cannot be reduced to one political apph, a single institutional orientation or
dependence on scientific approach. More importamdgearch has shown that reliance on
security technologies as the default approach twrgg challenges, is not only not an
adequate solution to threats to European societyibuaddition, can stand in the way for
adequate solution.

The research of INEX suggests that ensuring sgdariEurope involves an intricate interplay
of institutional fields of power, influence, infoahrelations and the negotiation of conflicting
networks of interest and influence. Institutionati@n in the field of policing and security is
not coordinated, and falls along a variety of linasing a variety of instruments. Legal
dimensions of security governance is slightly moo@erent, primarily given that there are
fewer points of reference and a higher degree @iresh legitimacy. Nonetheless, the
technological nature of internal and external seégposes new challenges, requiring not only
new interpretations of conventional legal documebitd also revisions of certain guidelines,
such as the Data Retention Directive, currentlyemncevision. The cultures of security
professionals are equally under pressure to unifietely diverse traditions, structures of
authority and institutional cultures. This presshas also had consequences for the external
policing policies of the EU in an age of rapid s@gusector reform. Finally, the ambitions of
the European Neighbourhood Policy and Mediterrarieaicty have been challenged by the
rapidly evolving geographical determinations of.ség, varying not only as a function of
objective threats, but also geopolitical, culturaligious and economic changes.



1. Project Context and objectives

1.1 The internal/external security continuum

The European project is in many regards an attampgirovide institutional responses to
processes of globalization. These processes dentrge way or another on the weakening of
the sovereignty of the modern nation-state, ordtheelopment of trans-national networks and
institutions, as well as on the global flow of infeation, capital and human beings. Thus in a
general way one can observe, in a time frame #dathes centuries back, a growing porosity
or even blurring of nation-state borders, but @lsoemergence of non-national institutions
and regions, to a certain extent weakening bothdleeand capacity of traditional sovereignty
arrangements. Europe is also generally undersésod project based on a set of shared
values. In this sense security shall be understzod situation in which the well-being of
individuals, groups or society is in terms of witavalues, be that a certain form of life,
language, religion, wealth or power. If the Eurapédnion faces new security challenges,
these are deeply related to the political, soaalfural and ethical values with which it
identifies and with which it differentiates itséitbm what is outside it. Since the end of the
Cold War the threat to Europe’s security have Saantly transformed from previously
being significantly framed in the logic of a bipolarms race, to being understood as
ubiquitous. This environment, it is claimed, lies the trans-national and asymmetric
dimension of danger, and thus, in its unprediciiglals compared to the previous period. As a
result the need to protect against security threat® turned increasinglgward. This logic
implies that security agencies traditionally resgible for assuring security froraxternal
dangers (primarily the military) began to developams and mechanisms for seeking out
threatsinside Europe, thus overlapping with the traditional doimin of internal security
agencies. The terrorist attacks on New York andhivigson in 2001, together with those in
Madrid in 2004 and in London in 2005, indeed intked and accelerated this process.
Following these events a wide range of new thre@t® identified often associated with the
somewhat ambiguous concept of the ‘war againsorierThese threats range from trans-
national organised crime and terrorism to illegagnations, and include various forms of
political violence including assumedly new forms wérfare. This gave more space of
movement to security agencies and lawmakers, thosiiag new security initiatives to
multiply and thrive.

However, while external security authorities inciegly seek to locate threats in the internal
security sphere, that is, within the borders ofdper; traditionainternal authorities such as
police and intelligence agencies, border and custofficials, increasingly seek out security
threatsbeyondborders, such as for example: transnational organcrime networks, terrorist
cells, etc. In this environment, threats becomeeiasingly identified as ‘transversal’ that is,
anchored in immigrant or minority milieus. Thu® tepheres of internal crime-fighting and
external war-making were henceforth blurred. Wisagvident from this process is the fact
that this wide variety of social, political and h@ological developments, interlinking with a
complex processes of globalisation, has complicetedtlassical opposition between external
security questions (war, defence, internationaleorand strategy), on the one hand, and
internal security questions (crime-fighting, pubdicder, criminal investigation and policing)
on the other. As a result of this developmersteaurity continuuninking and imbricating
internal and external security concerns has emerlyeaeover, the internal and external
security challenges rests on a continuum of disbiat interrelated security practices.



1.2 Managing insecurities

In order to combat these threats the managemenseturities through technology and the
development of new technologies of security iseasingly becoming a policy priority for the
EU and its Member states. This new emphasis omedabical responses to insecurity is
justified in governmental arenas through the argurtieat this drive is rendered necessary by
the environment of contemporary threatghe post-bipolar era that was elaborated above i
the light of the internal/external security continu New technologies of control and
surveillance, which rely in particular on evolutsonn technologies of information and
communication (ICTs), are in this perspective degroeucial, because they supposedly
permit to move beyond reactive measures, develofiiegcapacities of security agencies to
anticipate threats and act proactively, minimisihg risk for a crisis, catastrophe or serious
crime. The EU and its Member states are not thg onés moving in the direction of high
technology. To a large extent, the shift towardsnaneasingly technological management of
insecurities is a general movement in liberal regimThe European specificity, in this
respect, lies in the fragmented landscape of kdetigavernmental structures and its security
industries. The claim has been made, particulartpé Community sector, that Europe needs
a more coherent policy regarding the developmedt @omotion of security technologies.
The European arenas have been, in this respecijaa forum for discussions and decision-
making. It is in the face of such claims that dmcall reflection on security technologies, their
uses, and their impact on fundamental rights ageldioms at the European level is necessary.

Emerging from the contemporary globalized and tetgical situation is another, more
symbolic and thus more politically potent secutyallenge, namely that of the continuity
and coherence of the value-based premises thatshptiort Europe as a distinct identity, and
exceed its political borders. Europe’s security Hastorically revolved around the
presumption of a distinct set of Europeatues These values, which are imbedded in a wide
range of treaties and legal and policy documeméspeesumed to be shared by all Europeans,
thus forming the foundation of European identitiiu$ Europeasecurity identitystems from

the political notion that such distinct Europeariuea are to be defended. Thus defending
Europe is identical to defending these values. H@wdike values in general, the European
values, be they political, legal, social or cultuage by no means restricted to the political
borders of Europe. The prevalence of values, thalidity and significance varies as a
function of political, social and cultural changBaus this needs to be added as another
challenge which traverses the internal/externalisgccontinuum.

If, as suggested, the central security challenfjésday straddle the internal/external security
continuum, it is because the challenges of its emlalso straddle its sovereign borders.
Europe’s external borders are not, and never veargly physical barriers. Yet, important to
realize that they are also demarcations betwedncadtzones’ where certain regimes of
social, political, legal and moral rights are distly valid and where others are not. Yet from
a pragmatic point of view Europe’s borders alsaesent the limit that differentiates what
securitypracticesmay be implemented, which tools and means of ipgjiand criminology,
diplomatic protocol, and military modes of operati@etc. are both legitimate and functional.
The borders differentiate institutional interestsd aaims, and the complex interplay of
European, and international political norms andesodf conduct. Moreover, the logic of the
border always implies a set of ethical values wiigtishing the codes of behaviour of the in-
group from the codes of the out-group. From thenpof view of individuals, the border
separates those who belong from those who do ronhdpeit protects and shelters, ascribes
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privileges and obligations. From the point of viefvsociety, the border takes the individual
into a system which controls and monitors him ar. Berders in this sense protect from the
threatening others who are outside of the collettiwhile simultaneously protecting society
from the others that are within. If thesthical borders of Europe are as argued above clearly
not identical to theghysicalborders of Europe, but rather forming a system afie-based
principles and practices which both circumscribe ghysical borders of Europe, and also
give them political, social, and cultural legitinpadVhy then do European security practices
struggle at present to adapt the institutionalitoggic of physical borders to the evasive and
complex ethical borders that reflect the threatshef present time? Thevolutionin the
complex set of ideas surrounding internal and eslesecurity takes place parallel to a
consolidationof a European internal and external security ithenin other words, at the
moment where the complexity of threat to Europehea a high-point, the political principles
of inclusion and exclusion, defence against foreagd domestic threats, protection against
crime, refuge and shelter, put into question themmgfulness of differentiating between
internal and external security. As European lawd policy-making becomes more distinct in
its broad expression of the political principlesirternal and external security in Europe, the
practices of security in Europe are being put ttest by a security threats that are trans-
national.

1.3 Objectives and line of research

The internal/external security continuum refleatseanerging ambiguity of the ‘inside-ness’
and ‘outside-ness’ o$ecurity practicesHere, both the concepts and definitions, and the
actual practices by which Europe traditionally eiifintiates between itself and the threats
which it confronts are less distinct. INEX therefowas set out to advance and tests the
assumption that this picture is only partially cdetp. As a starting point it was suggested
that the practices that make up the internal/eatesecurity continuum are driven by an
implicit logic of ethical values. Also, that thegalues contribute significantly to structuring
the continuum of security practices, and consedgaignthis have significant implications for
how present and future security policy should benfdated and implemented. Past and
present security policy in Europe has to a substatgree ignored the ethical dimension of
security practice. It shall be said that by th&rynature, ethical values are difficult to track,
impractical to test, and ungainly in implementatidhis impediment is increased by the fact
that, as underscored above, pract®alutions to security challenges increasingly téke
form of complex technological systems. It coulddsgued that contemporary approaches to
these problems therefore display a common favouahdechnological solutions at the
expense of human solutions. In the light of this diverall aim of the INEX project, became
to contribute to the existing understandings of dpean security through an innovative
analysis of the values based premises and theakitnnsequences of the internal/external
security continuum. While realizing that the cootim is studied in on-going research, it is
important to acknowledge that it contains essentialue assumptions and ethical
consequences that have remained largely underestudiith significant consequences for
both European policy and law-making in further sggpractices. The project was therefore
established on the foundation to fill this gap mp@ementing the current state-of-the art
research on the continuum with an ethical and vahented analysis. The project hence
elaborated with the broad and general questiontat 8 the link between security and ethics
on the internal/external continuum?



The research performed in INEX was structured io tmain overlapping, though separate
phasesIn thefirst phasethe project sought to document, clarify and anatiiseethical value
assumptions implicit in internal/external secuptactices, such as for instance: various forms
of border control and surveillance, data and imgfetice sharing, crisis management and
police mission etc. The different security pradiegere placed and analysed in four distinct,
but interconnected themes or dimensions:

(1) the proliferation of security technologies for seithance and border control;

(2) the cross-border legal dilemmas of security practic

(3) changes in the nature of criminology and policing;a

(4) the transnational value issues implied in EU's comrRoreign, Security and Defence
Policy.

The second phassought to take the regional situation of the EUtadasis. The aim with
this phase was to articulate and analyse these \adsumptions relative to the provisional
results and future ambitions of tHeuropean Neighbourhood PolicfENP) by mainly
focusing on six representative countries coveredti®y arrangement. The selected case
countries were: Belarus, Ukraine, Moldavia, Egygrocco, and Algeria. The research in
the project would also include focus, identificat@nd analysis of the ethical consequences of
particularly the above mentioned security practides the internal/external security
continuum. The basis for this was supposed to fieetkin the first phase together with the
documentation of value assumptions and then subgefiirther refinement, evaluation and
expansion in the second phase. Furthermore, thpopeiwas to use the results from the case
studies and the overall research on the identifadde assumptions and ethical consequences
of security practices to provide informative recoamdations for improving security practices
and security policies, and increase the generallguge of contemporary security.

In sum, INEX objectives are to address the ideedifjaps in the research and knowledge on
the ethical dimension of security practice by dhagit clarifying and analysing the value-
premises of security thinking on the internal/exéérsecurity continuum, and by making
distinct recommendations about how heightened aveaseof, and emphasis on, the ethical
dimension of security policy on the internal/extdroontinuum improves the effectiveness
and efficiently of security measures.



2. Main results

2.1 The evolving threat landscape

In general terms, Europeanization has taken tha fafra certain kind of globalisation. The
general characteristics of the globalization prece well known. They centre in one way or
another on the weakening of the sovereignty ofnloelern nation-state, on the development
of trans-national networks and institutions, andlonglobal flow of information, capital and
human beingd.Thus in a general way one can observe, in a tiarad that reaches not only
to the post-War European construction, but alsduces back, a growing porosity or even
blurring of nation-state borders. This large-gragfinition of globalization can be plotted far
into the past, with origins and forms that preckbydar the modern, technology-driven, flow-
based conceptions. And yet if we are attentiveht distinct metaphysics of globalisation
then its core experience can be related to a geeeparience of interconnectedness with the
foreign and experience of the ‘world’ as otherness] of this experience-of-the-world as
threat and insecurity.

Globalization has also brought significant changgeshe present threat landscape. There is
thus a consensus today, both among scholars antitipreers, that a wide range of security
threats, both new and traditional, confront bo#test, individuals and societies. New forms of
nationalism, ethnic conflict and civil war, infortian technology, biological and chemical
warfare, resource conflicts, pandemics, mass nwggt transnational terrorism, and
environmental dangers challenge the conventionansmef understanding threats and of
assuring the security of all regions of the wofllle growing awareness of these new threats
is challenging the way in which the principles dasks of security scholarship are presently
understood. No one state can manage the arrayest#hto its own security, nor can anyone
state manage the threats to the security of itghbeurs both inside and outside Europe. In
the globalised setting the challenge of maintaingegurity is no longer limited to the
traditional foreign-policy and military tools oféiEuropean member states.

Already starting from the immediate post-Cold Wavieonment, but then intensifying after
11 September 2001, the phenomenon that has haddsesignificant consequences for the
course of European security thinking is the probt&@mimigration. Not only have patterns of
migration flows changed significantly in the lasecddes, an increasingly globalized
awareness of the migration of both European ciszemd foreigners, both within and toward
Europe has had growing political consequences.dpsrBven more importantly is the impact

! Didier Bigo, ‘Security and Immigration: Toward aijue of the Governmentality of Uneas@lternatives
27(2002); J. Peter Burgess, ‘Coal, Steel and Spiné Double Reading of European Unity (1948-1954),
Europe and the Other and Europe as the Qtkdr Bo Strath (Brussels: P.1.E.-Peter Lang, 20D0Yeter
Burgess and Bo Strath, ‘Money and Political EconoRrgm the Werner Plan to the Delors Report and
Beyond,’ inFrom the Werner Plan to the Emu: The Economic-RalitEmbedding of Labour Markets between
Europe and the Nation in Historical Viewd. Bo Strath and Lars Magnusson (Brussels: P2001); Gerard
Delanty and Chris RumfordRethinking Europe : Social Theory and the Implicasi of Europeanization
(London ; New York: Routledge, 2005); T. Risse, dflenctionalism, European Identity, and the Puzafes
European IntegrationJournal of European Public Polic}2, no. 2 (2005); Ben Tonra, ‘Constructing the
Common Foreign and Security Policy: The Utilityao€ognitive ApproachJournal of Common Market
StudiesA1, no. 4 (2003).

2 Arjun AppaduraiGlobalization(Durham, NC: Duke University Press, 2001); Mohardre BamyehThe

Ends of GlobalizatioffMinneapolis: University of Minnesota Press, 20@3)gmunt BaumanGlobalization :

The Human Consequena@éew York: Columbia University Press, 1998); Mikeatherstone, ‘Global Culture:
An Introduction,’ inGlobal Culture. Nationalism, Globalization and Madity, ed. Mike Featherstone (London:
SAGE, 1990).



it has on the European sense of self, of cultualilas, social conventions, human rights and
citizenship. Thus in cultural terms the challenfiengyration reaches deep with in social and
cultural boundaries and, problematizing their selflerstandings, their rules of inclusion and
exclusion, the ways of circulating with each other.

The management of insecurities through technologlythe development of new technologies
of security is increasingly becoming a policy pitypfor the European Union and its Member
states. This new emphasis on technological resporiee insecurity is justified in
governmental arenas through the argument that dhige is rendered necessary by the
environment of new global threat§ the post-bipolar era. The novelty of this enaireent, it

is claimed, lies in the trans-national and asymimetimension of danger, and thus, in its
unpredictability as compared to the previous periddreatening developments, in this
perspective, range from trans-national organisechecrto illegal migrations, and include
various forms of political violence including assemty new forms of warfare. New
technologies of control and surveillance, whichyreh particular on evolutions in
technologies of information and communication, arethis perspective deemed crucial,
because they supposedly permit to move beyondiveatkeasures, developing the capacities
of security agencies to anticipate threats anghazctively.

The conceptual logic of the border always impliesetof values distinguishing the codes of
behaviour of the in-group from the codes of the-gnaup. From the point of view of
individuals, the border separates those who beliarg those who do not belong, it protects
and shelters, ascribes privileges and obligatiBram the point of view of society, the border
takes the individual into a system that controld aronitors him or her. Borders in this sense
protect from the threatening others who are outsidie collectively while simultaneously
protecting society from the others that are within.

In a traditional sense Europe’s security has alsitically revolved around the presumption
of a distinct set of European values. These valwbsch are imbedded in a wide range of
treaties and legal and policy documents, are predutm be shared by all Europeans, thus
forming the foundation of European identitfhus European security identitems from the
political notion that such distinct European valwes to be defended, indeed defending
Europe is identical to defending these values. Hewdike values in general, the European
values, be they political, legal, social or cultu@e by no means restricted to the political
borders of Europe. The prevalence of values, thalidity and significance varies as a
function of political, social and cultural changéhus to the security challenges which
traverse the internal/external security must adateather challenge, that of the continuity and
coherence of the value-based premises that bothosufurope as a distinct identity, and
exceed its political borders.

In this sense, Europe’s external borders are mat, reever were, simply physical barriers.
They are also demarcations between ‘value zonestevbertain regimes of social, political,
legal and moral rights are distinctly valid and whethers are not. Yet from a pragmatic
point of view Europe’s borders also represent findt Ithat differentiates what security
practices may be implemented, which tools and meaingolicing and criminology,
diplomatic protocol, and military modes of operatietc. are both legitimate and functional.
The borders differentiate institutional interestsd aaims, and the complex interplay of
European, and international political norms andesod’hese ethical borders of Europe are
clearly not identical to the physichbrders of Europe. Rather, they form a system bfeva
based principles and practices that both circurnedthie physical borders of Europe, and also
give them political, social, and cultural legitinpadVhy then do European security practices

% J. Peter Burgess, ‘What's so European about theggan Union? Legitimacy between Institution and
Identity,” European Journal of Social Theosy no. 4 (2002); J. Peter Burgess, ‘InsecuritthefEuropean
Community of Values,Paper presented at the International Studies Asgioti (San Diego 2008).
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struggle at present to adapt the institutionaliloggic of physical borders to the evasive and
complex ethical borders that reflect the threatthefpresent time?

Whereas external security is understood as extegwlrity in relation to something beyond
the state’s borders, something differanternal security, by contrast, refers to insecurity of
individual citizens and society relative to themss| relative to other people living within a
state’s borders. This distinction, however, itgaifrenched in international politics, becomes
increasingly more difficult to uphold. It has beprogressively weakened together with the
dichotomy of law (binding judgments and principlelegality) and politics (from diplomacy
to war). In this sense the growing acceptance ofirgy as an individuafight in European
case law seems to be a factor that influenceselagianship between internal and external
security. For example, the expanding recognitiorthe European Court of human rights
duties to be respected abroad by the European nmestdtes operating abroad challenges
traditional understanding of state’s duties in antside the territory.

llegal activities across national and Europeandbms have expanded steadily in the last
decades. A wide range of contraband, human trafiicknarcotics and weapons is not only a
threat to society itself, but is also linked tolgab networks involved in financing terrorism or
other illegal activities. The international chasadf such criminality puts it in proximity with
forms of political violence, ethnic or sectariannficts. Thus in the sphere of criminal
violence, the local, national and internationalelevare become easily overlapping or mixed.
These significant changes in the landscape of ¢rath@f them to a greater or lesser degree,
caused by changes in the European security lanelstaye distinct consequences for law
enforcement on the nation-state level. National éenfiorcement agencies are forced to make
a transition from policing on a national level toliping in an entirely different European
theatre of not only norms and laws, but of cultwesriminality. The means and legitimacy
of police activities has been dispersed internafig externally. And had become the subject
of ‘multilateralisation’ or ‘pluralisation’, and ofprivatisation and ‘nodal’ security
orientations. The forms of authority and democratic control hakes been put under
pressure by a new era of policing tasks as weblyasncroaching mutation in the nature of
police work. The tasks and responsibility of maimtag civil law and order can no longer be
successfully carried out based in or by referenca local level. In the last decades Europe
has undergone a number of significant transformatia the use of technology with the aim
of managing insecurity. These transformations ardd understood in the context of the
growing de-differentiation between previously disti activities: fighting wars abroad,
controlling populations at home, and managing tbedér between these two spheres. The
European Union stands as a clear illustration e$¢hevolutions. The military is involved in
activities within the territory of the Member ststebut also abroad in missions of
international police. Police agencies have investedEuropean arenas, and policemen are
sent abroad to conduct crime-fighting and liaisotivéies. Border-guard services no longer
operate at the borders between the Member statdwe dEU, but in other spaces inside the

* Louise Amoore, ‘Biometrics Borders: Governing Mitlgs in the War on TerrorPolitical Geographyno. 25
(2006); Amoore, ‘Biometrics Borders: Governing Midigs in the War on Terror.”; Randall D. Germainda
Michael Kenny,The Idea of Global Civil Society : Politics and Ethin a Globalizing ErgLondon ; New
York: Routledge, 2005); Germain and Kenfe Idea of Global Civil Society : Politics and Ethin a
Globalizing Erg J. P. Olsen, ‘Survey Article: Unity, Diversity @Democratic Institutions: Lessons from the
European Union,Journal of Political Philosophy2, no. 4 (2004).

® Neil Walker,Policing in a Changing Constitutional Ordérondon: Sweet & Maxwell, 2000).

® Adam Crawford et alRlural Policing. The Mixed Economy of Visible Pasrin England and Wale@ristol:
Policy Press, 2005); Les Johnston and Clifford Be&ing, ‘Justice in the Risk Societpustralian and New
Zealand Journal of Criminolog$8, no. 1 (2005).
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national territory (e.g. in airports or train stats), at the borders with non-EU members and
beyond.

Particularly noteworthy are the ethical consequerafehree kinds of challenges to policing
security in Europe: ongoing and emerging informedworks of police professionals, new
modes of inter-governmental cooperation, and enme¢rggpranational institutions. All three
types of development in policy involve cooperatameangements and exchanges of both
information and service traditionally anchored otdlly based institution organized and
supported by value systems proper to one envirohriiée norms and codes of transform of
information and services also traverse value-basrdkaracterized codes, norms and practices
that map poorly or not at all to corresponding gatees in other national environments or on
different levels in the global policy systef&acilitating this transition has been a primary
task of the Justice and Home Affairs unit of thedpean Councf.

The 2003 European security strategy A Secure EuiropeBetter World, opens by framing
the new ‘global challenge’ facing Europe as one re@himcreasingly open borders in which
the internal and external aspects of security adissolubly linked’. The ‘key threats’ to
Europe mapped out in the document are terrorise,pttoliferation of weapons of mass
destruction, regional conflicts, state failure, amganised crime. The strategy underscores the
fact the none of the new threats to Europe areedptmilitary, nor can be addressed with
entirely military means. It asserts that a numblenan-military instruments (political and
economic pressures, humanitarian efforts) mustakent into use in order to address them.
These will, the document affirms, rely on a mixtofeintelligence, police, judicial, military,
and other means’.

The value-laden nature of security and insecurigs Fcontributed to a fragmented
understanding of both perceived European securnigats and European approaches to these
perceived challenges. The adaptation of Europestitutions to this new reality has been
difficult, thwarted by the wide variations in cules of law enforcement, border control,
intelligence and diplomacy and, not least, newurgk of fear and prudence. This shift to a
new security environment has at the same time Intoaighift in the areas of focus of security
thinking in Europe and, accordingly, a re-toolirfglee roles of security institutions, the scope
of their responsibilities, the European partneeytwork with, the international rights regimes
they answer to and the source and the nature chtkats they are confrontiiQ.This new
security continuum of internal and external seguhids created a novel situation whereby
concepts and institutional arrangements traditignaimed at internal security challenges
(police, national and local information and adnir@gve authorities, social agencies, etc.)

" James Sheptycki, ‘Policing, Postmodernism and hrationalization,British Journal of Criminology8, no. 3
(1998); James Sheptycki, ‘Criminal Justice andtRali Cultures: National and International Dimemsiaf
Crime Control.,’Social & Legal Studie$3, no. 4 (2004).

8 Council of the European Union, ‘Council Framew@xcision of 13 June 2002 on Combating Terrorism,’
(2002); Council of the European Union, ‘Jha Coubaklaration on the Eu Response to the London Bogsi
(UK Presidency of the EU 2005, 2005).

° Sven Biscop, ‘The European Security Strategy ArdNeighbourhood Policy: A New Starting Point for a
Euro-Mediterranean Security Partnership?’ (papesg@nted at the Conference convened by ECFA and RIIR
which analysed the three dimensions of the BareeRnocess : political, economic and cultural, GeirMay
2005); Council of the European Union, ‘A Securedpé in a Better World: European Security Strategy,’
(Brussels: European Council, 2003).

1 Didier Bigo, ‘When Two Become One. Internal anddEral Securitisations in Europe,’ linternational
Relations Theory and the Politics of European lratign. Power, Security and Commun(tyondon:
Routledge, 2000); Monica den Boer and Joerg MdharSeptember and the Challenge of Global Terrotsm
the Eu as a Security Actodburnal of Common Market Studié8(2002); H. Grabbe, ‘The Sharp Edges of
Europe: Extending Schengen Eastwartiggrnational Affairs76, no. 3 (2000); S. Haack, ‘Constitutional
Concepts within the Process of European Integratiutures38, no. 2 (2006).
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become increasingly challenged to address mattadstibnally reserved for the external
security professionals (military and internationadlice forces, foreign affairs officials,
international legal agencies, diplomatic corps)ettile the latter are increasingly required to
deals with matters reserved for the former.

The primary aim of the INEX project has been toteymtically address the value premises
and consequences of this new landscape of seamiyinsecurity, and in particular the
institutional challenges that grow out of them. Tneject was structured in such a way as to
approach four particular thematic dimensions of tleindscape, each with its dedicated
methodology: political sociology of technology, emational and European legal studies,
criminology, and political science.

2.2 The role of security technologies

The primary objective of Workpackage 1 on the valiraensions of security technologies
was to provide a detailed assessment of the ethaoal political stakes of security
technologies and their use, with a specific focu€td border management. Research carried
out in the workpackage sought to develop ways oimmting a ‘data-protection culture’
among security technologies stakeholders in theik\garticular, examining how to include
privacy requirements within the practices and potslof the technology providers.

Research on the ethical premises of security tdoges was carried out in three areas. First,
it explored current technologies of security in usé¢he context of EU border management,
including in the context of the EU’s research aergladlopment policies. Second, it considered
the human/ethical consequences of pro-activitynhipan the broader context of practices of
pro-activity, profiling and prevention in the contporary management of insecurity. Finally,
it reviewed the ethical issues relative to techgmial social control and surveillance across
national borders, including an analysis of the enirdominant standpoint on the relationship
between freedom and security among EU policy-malsasurity professionals and security
industrialists, and of the ethical stakes emerdiog this standpoint, particularly when this
view is correlated with the growing use of secuté@ghnologies.

The workpackage focused on the policy processesousutting the development of the
Schengen Information System II. It examined thagi@c-making practices that have shaped
the evolution of the Schengen Information Systefrolin 2001 to the present day, linking the
policy processes and governance frameworks on ISt5the technical, political and ethical
difficulties facing this new EU large-scale datadbasSignificant results of the study include
the collection of empirical data, including a mappiof the current (formal and informal)
governance framework on SIS Il, which fills a gapcurrent knowledge on the dynamics of
decision-making on EU security technologies. Byrtthg the evolution of a large scale EU
database from conception through to technical @gweént, it enhances understanding of the
link between policy processes and the final teabgies which result, as well as how policy
processes can undermine or challenge EU rule aof T research provides a set of policy
relevant findings that can contribute to more dffe; efficient and proportionate
policymaking at European level, particularly regagdthe development of large scale IT
systems.

In research on the transformation of gendered ggowalues as a result of the evolution of
security technologies the workpackage further eranhi the ethical implications and
consequences of security technologies from a geddgrerspective, highlighting the
technologies identified by the workpackage. It sjpeadly addresses a suggested scheme of a
subjective understanding of these security teclgiedofrom a human security perspective
with emphasis on gender. It aims to include thedgeperspective deriving from international
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relations into a contemporary analysis of Europgagurity technologies. It also touched upon
the issue of irregular migration and through a geed lens.

The research explored the idea informing a numlbesociological analyses of European
construction processes that one needs to quesitmregally defined boundaries between
institutions, pillars and policies to focus, rathen the chains of associations between agents
and the practices sustaining these associationalsdt sought to confront the challenges
arising from the analysis of the European (in)séguandscape and the internal/external
security continuum as a particularly dynamic arfalléaregime of practices. In sociological
terms, it considered the different methods avadldblunderstand the expansion of the chains
of association related to (in)security in the EWgeit mediation through computerised
interfaces for the collect, exchange and analysisformation, and the growing involvement
of private sector professionals in this configwati It further explored, in this respect,
techniques of visualisation that would allow fom@re accurate account of INEX research
efforts.

The research of the workpackage accentuated thteeroporary orientation of existing and
developing security practices and technologies,ciwhare strongly leaning towards the
‘monitoring of the future’j.e. the privileging of pro-activity, prevention andofiing stance

in the management of insecurity, to the detrimdnthe practices of criminal investigation
and criminal justice, including the presumptionrafocence or the right to a private life. The
‘monitoring of the future’, accordingly, has beengied out as a key focus for research in the
next two years.

It also focused on a critical assessment of theonaif the ‘security continuum’ which lies at
the core of the INEX project. Research has showmweler, that one needs to distinguish
between the semantic continuum of (in)securitiastae discursive operations that are taking
place around contemporary conceptions of secuhgy practical continuum of coercion and
surveillance practices, and the technological contin induced by the use of dual or multi-
purpose technological systems.

The analytical framework of this research providdeiments for identifying more precisely
the ethical premise and consequences of secudhnodogies in the context of EU border
control and surveillance practices. The dominaandpoint which currently informs EU
security policies is that security, understood estgation of EU citizens from threats, is a
right, and that security of EU citizens dependstioe capacity of security agencies and
services to systematically anticipate potentiailpemhis standpoint is problematic in many
respects, most significantly because it fostersdba that freedom and security are equivalent
values. Against this vision, the analytical framekvdeveloped by the workpackage argues
that freedom and security are not ethically eqeingland that reflection on the modalities to
protect and enhance fundamental freedoms and rigiwslld constitute the imperative
background for contemporary security policies, udahg for the development of new
technological systems.

With regard to the ‘monitoring the future’ dimensjdhe idea that current security practices,
supported by the reliance on technology, underrpragtices of criminal investigation and
criminal justice, has been further refined, by simgahow this process was concretely taking
place. Research provided an in-depth analysis ef Mlirious facets of the reliance on
technology, and on the interplay between varioafirteal modalities for the control and
surveillance of EU borders. It also concluded thittough security practices have always
included a degree of anticipation, a differenceusthde drawn between anticipation as a
means to enhance and accelerate reaction to gpee#nts, and anticipation as pro-activity,
as a means t@revent certain developments from taking place. The stofvards the
‘monitoring the future’ embodies, in this respeat,changing relation to temporality in
security practices — a shift from possibility tapability, which orientates security practices
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towards prediction. The work carried out in the kyp@rckage placed emphasis on the fact that
contemporary border control and surveillance pecastiin the EU are underpinned by a
twofold process of generalisation and individudima of scrutiny for travellers.
Individualisation, in this context, does not so mumply the in-depth analysis of a given
individual's travels and relations, than the reductof a given profile to one single unit. In
this respect, then, the reliance on technologyilsr@ageneralisation of surveillance and the
diffusion of the principle that all travellers ai®; default, suspect — with the consequence that
the relations between EU citizens and non-citizense-qualified, as a difference less
grounded in an essential distinction than in thgrele of applicability of surveillance
practices.

The ‘cataloguing’ of security technologies and gsisl thereof showed that the notion of a
technological continuum, while semantically enfardsy the private sector in particular, was
far from being applicable in practice. The conveaebetween military and police technical
systems, in this regard, is undermined by the battles opposing the various groups of
(in)security professionals for symbolic and materewards. Research highlighted how
convergence was organising around the reliance amputerised interfaces for data
exchanges and (close to) real-time situation avem®n- and the tendency of struggles
between various groups of (in)security professienalcoalesce around control and access to
these interfaces. Research pointed out that a dimerof this convergence is the shared
notion that new technical and technologies shontdude ‘function creep by design’i-e.
that the possibility for systems to evolve beyohdirt original purpose should be planned
from the start, with the implications that this migarry for fundamental freedoms.

With regard to the ethical and political implicat® of the reliance on technology for the
purpose of managing (in)security: a key conclusammcerns what was termed as the
‘heterotopic’ dimension of European border contanhd surveillance practices. This
heterotopic character is shown by the seeminglyradittory assumptions upon which they
rest — and which they share. The first one is thperative of mobility: even in the case of
systems of border detection, interception and dintéon, one does not find the notion that
mobilities can, or should, be stopped. The secdwmyever, is that all movements are
potentially suspicious. Technology, in this respestcalled in for the purpose of sorting,
among individuals and groups but also goods antthesh those that can be considebexha
fide and those that are to be considerethak fide

Following on this idea the research further refiried bona fidémala fide distinction by
highlighting how the reliance on technical systelmsallowing both a generalisation and an
individualisation of controls, is making the digtiion between EU and non-EU citizens, if
not irrelevant, at least more fluid and heterogesethe categories of EU citizens and non-
citizens are re-engineered through the categorfesrusted/distrusted, wanted/unwanted,
known/unknown travellers. Such techniques do netdwer obliterate the arbitrariness of the
control, and regardless of citizenship, continuesoperate and channel the distinction
between the suspicious and the trusted. The ‘adgahtin the broader political economy of
movement is that the ‘trusted’ travellers will hate impression of a lighter form of control,
without the need to stop nor to wait. The ‘disteastand the ‘unwanted’, on the other hand,
categorized as potentially dangerous (be it becatiske suspicion of terrorism, organized
crime or maybe simply because they are suspectpdtehtially overstaying there visa) will
be traced, and possibly face pre-emptive detenttandomized’ supplementary checks and
other measures on the basis of a risk profile dmdugh actuarial statistics. In sum: the
surveillance operates on all, but will become aaminly for a few, leaving the majority with
a sense of increased comfort - although under Blavee - in their travels.

The research team enhanced the policy relevantteewfwork by issuing a number of policy
recommendations regarding policy-making on largey3tems in EU security policies. In this
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regard, the research shows clearly how policy-ntakias been evidence-based rather than
incident-based, and has highlighted how, despietriaty of Amsterdam and the entry into
force of the Treaty of Lisbon, the original ‘Schengspirit’ was still prevailing in the context
of the AFSJ — with the consequence of limiting tbem for manoeuvre of the European
Commission, the role of the European Parliamenpiteegs new standing as co-legislator in
these policy areas, and of marginalising data ptiote and fundamental rights authorities as
well as civil society organisations. This methodpdal reflection unfolded in two steps.
Firstly, researchers examined the available metlgimal options for the sociological
analysis of transnational processes, with a fogusaxiological investigations of European
construction processes. The exploration led toraphasis on the interest of combining the
field analyse perspective that had been used inigablsociology to analyse the European
internal/external security continuum with an aatetwork theory (ANT). Proceeding through
the mapping of controversies among ‘actants’, ANppemred as an interesting method for
extending the chains of association underpinnirg Buropean (in)security landscape to
mediators such as large data-systems, as well aagémts from the private sector.
Furthermore, the emphasis placed on controversym@@ntails that ANT-inspired research
has early on investigated the possibilities forualsation of results offered by digital
technologies.

Applying a quali-quantitative approach to the stuwdythe European (in)security landscape
and the internal/external security continuum provede more than a technical exercise,
which is a significant outcom. Two strong conclusi@merge more specifically. The timeline
representation highlights, firstly, that Europeamder control and surveillance practices are
characterised by a strong tension between twodoghe first one emphasises the border in its
traditional legal understanding, territory and cohtwhile the second is articulated around
computerisation and surveillance. This tension ekted to some key moments where
proponents of each logic are obliged to agree dabal — in this case, integrated border
management (IBM). The terminology of ‘integratioméils the profound contradictions
emerging from the practices of the different ageitsthis respect, if one looks at the
evolution of references to internal and externaliséy with regard to ‘border security’, one
can see how border control has been reframed asradf surveillance and how technology
has been put forward to the detriment of the psiteml qualifications of the persons in
charge. The second conclusion is that the intext@fnal security continuum is best
understood as a process of entanglement, rather d¢im@ of fusion, merging or de-
differentiation. One trend that is worth highligigi in this regard is the apparent
autonomisation of ‘border security’ as a criticaing demarcating the different groups of EU
security professionals. This process should beiesdud a more detailed fashion, particularly
with regard upcoming policy developments on DG H@mepcoming ‘smart borders’
initiative and the drafting of a European bordecusity strategy paralleling the (external)
security strategy and the internal security stratdg a similar fashion, the methodological
efforts undertaken by INEX researchers during &t leg of the project should be taken up,
in one way or another, for they appear relevant ot the scientific objective of an
innovative investigation of European constructiongesses and for the policy objective of
mainstreaming the practice of evidence- and knogéduhsed policy-making in the field of
European security policies.

The reinforcement of the methodological framewarkni itself a significant scientific result.
The idea that methodology is a preliminary step nesearch scheme, not to be modified once
this scheme is enacted, is to some extent mislgattims only through actual investigations
that the limitations of a specific method can bentified and its assumptions redeployed and
refined. For scholars in the natural and matherabksiciences, this is a commonplace notion,
but its reach remains limited in the social scisntat manifest an attachment to a somewhat
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dated understanding of scientific processes. A$,sitichould come as no surprise that the
last research efforts in the INEX project have medd to questions of method, a move that
should be considered as the sign of a sound Sotemtocess.

2.3 Changing and unchanging legal frameworks

The overall aim of Workpackage 2 was to identifg @malyse the ethical value assumptions
implicit in the transnational legal dilemmas of Bpean security practice. Such analysis was
intended as a basis for generating policy recomiagmis capable of addressing possible
alternatives. The workpackage undertook the rewséthhe main existing perspectives on the
law-security nexus, the notion of security as pmese European law, and the relation
between European security policies and the Eurolsgmh framework.

Contemporary security technologies being deployethé area of internal/external security
are regularly based on the processing of persoat, cand for these technologies to be
developed and implemented certain legal requiresnenist be met, which are particularly
problematic in the context of cross-border legahsfers. In this perspective, the right to
respect for private life and data protection lawesr both as obstacles and as enablers of the
international deployment of security technologiesl aorrelated security practices. Core
research was carried out on the most significanteat and future legal challenges for the
internal/external security continuum as a starpomt and analyses the values they reflect, as
well as their impact on such a continuum. The nefeaequired, among other things,
sustained follow-up of related developments in fielel of EU policy and law-making and
served as a basis for further work in the workpgeka

The main result of research carried out on the sththe review of current scholarship on the
law-security nexus in Europe is that, althoughgeeurity-law nexus is not marked in Europe
by any structural opposition, there are a seriedriofions between certain EU security
initiatives and the protection of individual rightsurthermore, there exists a general
consensus on the idea that security measures cpraatice impinge on human rights and
civil liberties. Thus, research indentified a ser@ paths requiring further consideration in
the analysis of value assumptions linked to thes:tworder legal dilemmas relevant to current
and anticipated challenges to European securitye-identification and contextualisation of
which is the most significant result of the workdentaken.

Research highlighted the fact that data processirg core element of European security
practice, and covers six main thematic areas {he.upcoming European information model,
the future information systems architecture, thetimd and surveillance of borders, financial
monitoring, communications surveillance, EU dateotg@etion and international data
protection instruments). It emphasizes the neethlte into consideration recent European
case-law on the impact on fundamental rights ofisgerelated data processing and critically
pointed out at a series of problematic questiomsh ss: the exact place of fundamental rights
in the priorities established for the ASFJ; thentkéowards the deployment of ‘pro-active’,
forward looking approaches to security-relatedassithe lacunae of the EU legal framework
for data protection and, especially, the obstatte®ffective personal data protection in
relation with digital borders and security-relatetérnational data transfers.

Important findings were made on the identificatwfrthe legal dilemmas relevant to the EU
internal/security continuum and related value disi@ms, focusing on the examination of
concrete legal challenges related to the StockHdagramme. Starting with the analysis of
legal issues and ethical aspects as derived fr@papatory texts, progressively incorporated
the review of pertinent policy documents. Spectgrdgion was given to a series of issues
related to the trend towards the reinforcementadé ghrocessing practices envisaged not only
in said programme (as one of the chief elementeehew EU internal security strategy), but
also through parallel measures. This reinforcersanttake different forms, ranging from the
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increased storage of data (in particular throughdteation of new information systems) to
the increased gathering of data (for instance,thé strengthening of border surveillance
systems), including the increased sharing and ngakuailable of data, both at intra-EU level
and with third countries, as well as qualitativeampes in the way data are processed,
significantly through the use of techniques sucpraéling.

The reasearch made a contribution toward the ifigation of the legal dilemmas relevant to
the EU internal/security continuum and related galimensions. Concrete legal challenges
related to the Stockholm Programme have been esgbland discussed with detail, in
particular through the perspective of relevant [paem case law (both from the European
Court of Justice and the European Court of Humaght). The legal challenges examined
concern a series of issues related to the trendrtissthe reinforcement of data processing
practices for security purposes envisaged not ionllge Stockholm Programme (as one of the
chief elements of the new EU internal securitytetyg), but also through parallel EU-level
measures. The main features of this reinforceméwiata processing for security purposes
were described. These can take multiple forms,ingnigom the increased storage of data (in
particular through the creation of new informatgystems) to the increased gathering of data
(for instance, via the strengthening of border sililance systems), and including the
increased sharing and making available of datah ladt intra-EU level and with third
countries, as well as qualitative changes in thg data are processed, significantly through
the use of techniques such as profiling.

The articulation between EU security and mobilibgrders and fundamental rights and
freedoms was studied in detail. The explorationdeen marked by the entry into force of the
Lisbon Treaty and the adoption of the Stockholm gPamme, but also by case-law
developments in relation to data processing andhtheance of fundamental rights. Research
developed through continuous interchange with dacimakers, civil society and academia,
for the benefit of all parties involved. The reguthalogue with both decision-makers and
civil society has guaranteed the policy relevarfadde final results.

Particular attention was given to the implicationfsgovernance decisions of large-scale
databases for fundamental rights and freedoms. |Sugntary research summarised a series
of key ideas in the light of the major cross-borteggal dilemmas of the EU security as
identified, providing policy-relevant orientatiorAmong the issues discussed, can be
highlighted: the need to carefully conceptualisal dacate the relative importance of
fundamental rights and legal principles affectedh®y development of EU security practices,
and notably the right to privacy and the protectdmpersonal data but also other rights and
legal principles, such the principle of non-disdniation; the multiplicity of legal
implications of allowing the storage or the wideniof access to personal data; the
particularly vulnerable position of third-countryationals in the face of EU security and
mobility measures; the risks of the evolving notiasf ‘crime prevention’; the
problematisation of the notion gbrivacy-by-design’and the major challenges of the review
of the EU data protection legal framework.

2.4 The new security professionals

The primary objective of Workpackage 3 was to doentand analyse the value assumptions
and ethical challenges involved in the rapidly aiag role of security professionals in
Europe and to produce political recommendationadidress them. During the first reporting
period, workpackage researchers undertook worksfaguon ethics research and knowledge
among security professionals, specifically withubjic security organisations.

Many factors and variables are at stake in the iderstion of ethical issues in policing,
including police culture(s), leadership, trainingdaeducation, social context, technological
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influences, police styles and ethical codes. Tlummexity has several implications for
empirical research into the ethical values of potic First of all, it is necessary to identify
and operationalise the variables that are at staklgo analyse their role in specific contexts —
for example, the ethical values that apply in looaimunity projects may be considerably
different from those that are applied in the contaxa joint international investigation team
on organised crime. Different contexts raise cogrsidly different issues and questions
concerning ethical policing, and they may produdgerknt dilemmas and contradictory
ethical claims.

Preliminary research in the project made clear thate was and continues to be need for
empirical longitudinal research on compliance wdthical standards in law enforcement
organisations that can only be properly investidatthen measured over a longer period of
time in stable professional environments. An academid was identified concerning ethics
research in emergent hybrid and transnational lafereement practices. There is need to
expand the scope of ethics research to new lawraarfeent arenas, including international
intelligence-led policing, cross-border policinggeze missions, and police reform projects
Although security reform (SSR) is expressed as afamathe EU to engage in external action
in a comprehensive manner, it is not feasible yayathese concepts ‘holistically’ in practice
as it is implied conceptually. While institutionallSSR may have helped streamline
instruments used for security, conceptually it seémhave been drowned by other larger and
more encompassing terms, such as ‘democracy suppaemocratic governance’ and
‘peacebuilding’. Essentially, the model seems to‘thenk holistically, act fragmentally’,
which also puts into question the notion of effeetiess both as a value and as a strategy for
action. Both in the European Commission and thenCib&ecretariat, it seems that the limits
of the respective institution’s competency do netessarily define its value system. Both
institutions are constantly trying to expand theampetency. In the Council Secretariat,
which is a more political institution, personaléieindividuals seem to affect values and
negotiate competence.

Values also vary across EU institutions. The dissewn EU security among EU officials is
one of recognition of the blurring of EU internaldaexternal security. Within the EU Council
Secretariat there is a resolute acceptance ofabisand even a persistent effort to justify the
need for such a blurring and the innocuousnests afature. Thus, the political nature of the
Council Secretariat, which is well known, persiist is reduced by the fact that the
Secretariat with its expansion with the creatiomedv Units has turned the Secretariat into a
more bureaucratic institution. Nonetheless, thesgmee of a large number of seconded
personnel translates into a vast unawareness dgjitiea EU code of ethics. Rather, police
officers seconded in the Secretariat act accordimgprofessional ethics accepted at
international level for the police corps and do kiwbw the contents of the code of ethics of
the EU. Similarly, EU Member State seconded diplsnam not know or follow the EU code
of conducts and are more open to using their patsethical code in differentiating between
right or wrong during decision making.

The European Commission is a more bureaucratigtutish, consists of more permanent
personnel, who are tested on the code of ethiasgltine entry exam. They are much more
aware of the values they ‘must’ follow and are lepgn to questioning them. Having said
that, the SSR field is particular in that it is area where the Commission is increasingly
acting in a more strategic and political mannerisThay be due to the fact that the officials
working on SSR have a security background (eithexytare police officers or are
administrators who have worked on ‘hard securigsues in DG RELEX). It is worth
remembering here that the SSR concept emerged tinendevelopment community. The
securitisation of SSR in the European Commissiors \a#s0 generated by the inter-
institutional turf wars with the Council Secretargad the momentum and uncertainty that the

18



ratification and put into action of the Treaty ofshon created. Particularly the value of
legality seems to be interpreted more flexibly bghler echelons in the EC (not that they
would initiate or engage in illegal activities, they would interpret the situation in a more
elastic manner to accommodate certain interesthiandle complex problems).

Values also vary across hierarchical levels. EUdis at higher echelons seem to be able to
interpret the code of conduct of their organisationa more flexible manner (some are
politically appointed and thus are indirectly noulnd by this code and/or are not aware of the
contents of the code). In addition, those in higbesitions enjoy more freedom to use their
personal ethical code and flexibility to act thest atrategically and according to a set of
interests. Those in lower positions who answer gupervisor do not usually question the
code of ethics or have the opportunity to reflecvalue premises.

The research results from the post-doc researduaising on the two specific case-studies
(see above) have revealed that the answers froemvietvs conducted so far highlight
significant cultural differences, depending on tweintry of origin/service of interviewees.
Since interviewees ticked almost the same ethighies in the questions on the codified and
non-codified values, it is possible to affirm tls&lf-perception of professional ethics results
fundamental, reminding of the famous Daryl Bem’slf&erception Theory'. In this context,
self-reflection on ethical values (i.e. the typeetifics we refer to in this study) is therefore
more significant than normative ethics (as inclugtedodes).

Officers generally showed a strong focus on acahiliy (to the leadership) and
transparency (to the public), being under moregueson both fronts. This also entails an
increasing role of political and organization le@thgps in regulating their service. The role of
professional ethics is perceived as fundamentallimpst all the interviewees, although they
recognise the existence of a considerable shithénethical values characterising their job.
Such a shift is mostly due to budget constraimigragency cooperation and the attention of
the media. Answers underlined a possible conflittMeen professional ethics and/or personal
moral beliefs and the activities carried out by tégpective organizations. According to most
of interviewees, ethical dilemmas should be solkading in mind the ‘common good’ also
through internal debates within their organizatiorhis clearly implies a widespread
confidence in ‘the system’ (i.e. the organizatibaeyt belong to and the society they live in).
With regard to the perceived objectives of selesteclrity policies, security and order result
among the most ticked answers. This could entpéraeived strong ethical role by ‘security
professionals’ (attempting to restore good/fairevrdgainst evil/disorder). Unsurprisingly,
interviewees considered spreading anger/fear asée goal of ‘opponents’ (extremists and
irregular/illegal migrants). On the other hand, ldwter are deemed rather vulnerable subjects
but their reaction ends up jeopardizing ‘the systéramely the social order), which has in
turn to be protected. Although differently, extretsiand irregular/illegal migrants are thus
both perceived as a threat.

Research also revealed a general confidence imdbdy/modernization and sometimes in
the support of the EU through dedicated agenci&RE@POL and Frontex), although the
European Union is mostly perceived a means to dpceanmon practices and standards,
rather than an ‘ethical actor’ as such. Concertirggcase study on terrorism & radicalization,
most of interviewees stated that they are bothmgisn their country, although responses
highlighted differences between the Netherlands taedUK: reportedly, while in the latter
country extremism would be mainly due to sociowwat differences — as amplified by outer
events (such as, for instance, the British involeetin military campaigns in Islamic
countries), in the Netherlands it should be considleas an endogenous process with a few
links with external realities.

Anti terrorism/radicalization measures and therggption of migrants on the high seas are
both mainly perceived as exceptional practices,edimt providing order and security,
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although most respondents do not consider the meEsmsim question as examples of
‘normalization’ of exceptional security policiesespondents tend to admit, however, that
political interests and media have played a rolehir adoption. This may indicate that
‘security professionals’ deem ethical dilemmas rdseiently transitional, as transitional by
definition are the threats faced and the measuleptad to tackle them. Once again, this
would also imply, on the one hand, a perceivedhsgtrethical role and, on the other hand - in
parallel - a practical sense of reality, when tlaeynit to be aware of the self-generating
‘spiral of fear’: media/people/politicians/securfiyofessionals. In this chain they figure as the
last link. Ultimately, officers are motivated byetladoption of these measures. This could
mean that facing new challenges and dilemmas (gedevil) is generally seen as
professionally rewarding and stimulating.

Research revealed that EU officials at the higlorelons seem to be able to interpret the
code of conduct of their organisation (the Commoissr the Council General Secretariat) in
a more flexible manner than EU officials working lower positions who have a limited
opportunity to reflect on value premises, partlye do the workload and partly due to the
specificity of their tasks. Moreover, while the absirse on EU security among EU officials
recognises the existence of the blurring of intermad external security interests and
concerns, EU Member State seconded diplomats are apen to using their personal moral
code in differentiating between right or wrong agridecision-making. In addition, the value
of legality seems to be interpreted more flexibjyHigher echelons in the EC: this does not
imply that they would initiate or engage in illegadtivities, but rather they would interpret a
given situation in a more elastic manner to accodat® certain interests (of their
unit/organisation, not personal) when tackling cterpobstacles (especially of an inter-
institutional nature).

Research suggested that EU officials — and paatiiftuEULEX personnel, since the deployed
CSDP mission is the lead organisation in rule @f tf@forms in Kosovo — are faced with
value dilemmas as a consequence of the completigabkituation. The absence of a strategy
undermines the credibility of RoL efforts and cesatonfusion on the ground — including at
the level of values — and constitutes an ethicahg@ax per se This situation is further
compounded by the fact that the EU does not haaldeeerage on Kosovo's political leaders.
The uncertainty about the mission has createdathamifications and negatively impacts on
EULEX effectiveness, external accountability towsaiddcal stakeholders (issues of trust),
efficiency and to a certain degree impartiality igt difficult to remain impassive and
dispassionate in such a charged conflict environjn&he entanglement of ‘internationals’ in
webs of corruption further undermines credibilibdaarnished role-modelling.

Research also focused on shifts in ethical valneseghical dilemmas in EU Member States
new security practices. The research bifurcated itwo case studies, namely the
implementation of anti-terrorism/radicalisation reeges in the Netherlands and the UK and
the recent interception of migrants in the centtalditerranean Sea undertaken by the Italian
authorities. Research showed that security pradeats tend to rely on ‘descriptive ethics’,
leaving apart codified sets of values and pringiplon-normative professional ethics is
judged very useful in the work of security professils. Their ethical self-reflection stands at
the crossroads of two distinct levels, namely thternal and external dimensions of both
officers (considered in either their personal afessional capacity) and organisations.

The latter’s activities have expanded both extéynak. in direction of other organisations
and countries, and internally, i.e. through reforlmisned at favouring a progressive
centralisation of functions as well as an increiasthe general organisational effectiveness.
An increasing shift was observed in the ethicaligalof reference for security professionals.
Principles such as integrity and honesty, accoulitigliransparency, expertise and reliability
are held by security professionals among the mgsificant in their job. This value shift is
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mostly due to external reasons, i.e. the potentasequences that misconduct may have on
the work of security officials, amplified in politll and media discourse. To the extent that
the role of ethical leadership is involved, segqurifficers tend to play down their
responsibility and refer to that of their organisat This situation matches with the results of
the above mentioned research on the EU SSR Pohcy \falue Dilemmas. Security
professionals believe that their job has strongcatland moral connotations, as they see it as
a means to fight evil/disorder so as to achievedfodair order. Their self-reflection is
therefore not the result of an objective analysigshe needs of society and the most effective
long-term responses to address them, in light osclidated ethical principles, but rather the
consequence of irrational thinking.

In light of this, security professionals admit thidwreats such as violent extremism or
uncontrolled migration flows have been amplifiedthg media and manufactured for the sake
of national political elites. However, they alsodeto believe in the existence of such threats;
they believe in the exceptionality of the policteey are mandated to implement and consider
them as ethically acceptable. Here, security psidesls act according to a ‘preventive
logic’. In this framework, technology may then@fiuseful tools to settle moral and ethical
dilemmas arising out from the adoption of precandiy tactics and methods agaiasternal
threats. Extremists, terrorists and uncontrolledvd of migrants are considered as external
threats to the internal social order, under a alears. thennationale.

The ethical role of the EU and its agencies inidgalith controversial security practices is
undisputed. Security professionals recognise therand its agencies as international actors
which can more or less successfully combine ethiahles such as humanity, social justice,
impartiality and transparency, with efficiency, exjise and integrity, in the implementation
of the practices in question.

2.5 Reconfiguring foreign policy values

The main objective of Workpackage 4 was to assessrétooling of political and social
values inherent in the important institutional ap@® brought on by the shifting security
environment in Europe. Its main focus is on the BESDP aspects of the European
‘security continuum’, tying together the internadaexternal aspects of the Union’s security
policies and practices. In keeping with this statbgkctive, the researchers undertook during
the first reporting period a review of existingeli&ture on the shifting nature of the EU’s
external border and the implications of this fordaean security institutions.

The work carried out by the workpackage was inngeain that it sought to explore a link
that is currently being established, of analysimgcpices and competencies while they are
being developed (cf. below). In order to identte relevant literature and correct framing of
the state-of-the-art review, researchers from WA d it necessary to do some preliminary
research to identify those practices that wouldobenterest for the report. For example,
Annex | stresses the need to study the links betw&eSP/ESDP actors and the First pillar
Frontex agency in charge of border surveillanceweéier, the first memorandum of
understanding between these actors was only sidunéay spring 2009.

Research has revealed the importance of specityiagthe analysis of CFSP/ESDP in the
context of the EU ‘security continuum’ cannot igaorecent developments such as, the
incorporation of Justice and Home Affairs (JHA)arthe EU’s external security and policy
frameworks and the recent trend of CFSP/ESDP im&nis taking into account internal
aspects of European security. The focus on CFSHPESDtices observers to take into
consideration the full spectrum of EU external siguactivities, including the external
dimension of the European ‘Area of Freedom, Segartd Justice’ (AFSJ) — if only because
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the coexistence of different legal and policy frameks in this domain raises significant
ethical questions regarding both matters of acailitty and matters of ethical coherence.
This enlarged focus is all the more important a&srttajor part of the existing literature on the
EU’'s external security activities seems to have seus the importance of current
transformations in this domain. The linking betwaeaiernal and external security represents
a challenge as EU studies have traditionally esgmbuke contours of the formal division
between policy domains established by the treatesthe Union’s institutional framework. A
preliminary review of the literature seems to confthe fact that most the research does not
succeed escaping from reproducing and legitimighiginstitutions despite even sometimes
self-proclaimed critical labels. On the one haade finds studies that, built on notions
derived from the field of international relationsdaforeign policy analysis, have privileged
the narrowly-defined analysis of CFSP/ESDP. On dtieer hand are studies which have
concentrated on JHA matters, with an initial foaums questions of police cooperation. The
relationship between the EU’s external activitiad @s allegedly ‘internal’ security policies
has generally been dealt with, in this respectarasintersection’ between different policy
domains, and analysed as a ‘policy space’ or acpainiverse’.

Beyond an intersection taking place in a specifiticy space/universe, researchers were
actually confronted with an in-depth transformatiohthe EU’s security apparatus, both
internally and externally, a transformation thaal@mges the traditional boundaries between
various strands of professional activities (bordeiard, military, police), various policy
domains (foreign policy, justice and home affamsljtary affairs), and European integration
process actors (states and supranational). Whike ghould not lead to the uncritical
embracing of the notion of the development of ausiy continuum’, these specifications
nonetheless point to the need for a more nuancatysas of the EU’s external security
activities, which should not be determined by tbenfal distinction between ‘pillars’ or
‘policy domains’, but by the study of the actuahgiices that underpin these activities.
Research indicated a substantial transformationllecttang the traditional boundaries
between various strands of professional activiflesrder guard, military, police), various
policy domains (foreign policy, justice and homéam$, military affairs), and European
integration process actors (states and suprangtidhe second year deliberately focused the
analysis on the actual practices of EU missionssaudirity agencies that underpin the actual
external activities carried out by the Europeanddnibefore turning to the internal/external
characteristics of EU’s common foreign and secuypitlicy. The research also reflected on
the rapidly changing environment in EU’'s Common éigm and Security Policy as a
consequence of the Lisbon Treaty.

The analysis of the value premises and human,atténsequences of the CFSP/EDSP in the
changing environment of border security resultedaincharting of the value premises
underlying CFSP/CSDP and their ethical consequeimcése implementation of individual
CSDP missions and operations. The analysis wagedasut in light of the linkages between
CSDP and the EU’s broader foreign policy goals. ahalysis gave particular attention to the
EU’s Eastern borderlands where questions overrttegnal-external security continuum and
overlapping policies are particularly relevantrdvealed that value assumptions underlying
the EU’s foreign policy and its crisis managemardtiuments can result in contradictory
practices. The reason for this is not because thesgices clash but instead often because
these policies are conceptualized and implemergpdrately with little considerations left for
whether or not these policies result in a comprsiverapproach towards a particular country,
region or policy problem. Research also gave somgght into the current debates over the
implementation of the Lisbon Treaty, on-going séguwhallenges on the Balkans and finally
on the broader Eastern borderlands and enlargement.
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These findings highlighted the general contempogllenges and strengths with EU’s
police missions. It recognized that these missibage become an integral part of EU’s
civilian crisis management identity. It also higjfited the difficulties inherent in these same
missions having to do with accountability and ofieraal challenges, such as different
practices among European police officers, and probwith standardization and local
dynamics.

The results of the research indicate a substattaakformation challenging the traditional
boundaries between various strands of professaxctalities (border guard, military, police),
various policy domains (foreign policy, justice ahdme affairs, military affairs), and
European integration process actors (states andrsafponal). The analysis focused on the
actual practices that underpin the actual exteaa@Vities carried out by the EU.

Research importantly underscored the need to exathenethical consequence of the changes
in the CFSP/ESDP and the consequences for EU aktemgagement. Furthermore, the
workshop sought to examine the value assumptiorgerlying traditional CFSP/ESDP
objectives including SSR, rule of law and peacddmg; and compared these assumptions
with the value premises underlying JHA that touchGFSP and that further underlines the
increasing blurring of the line between internadl @xternal security objectives of EU external
relations. It gave insightful reflections on thensequences of these sometimes conflicting
objectives, including the challenges of civil-naliy relations with examples from EU
Missions in Bosnia and Herzegovina (EUPM), KosokWI(EX) and Georgia (EUMM). A
closer examination of these cases confirmed treptiicies originally designed for external
interventions engage in internal reform, thus lhgrthe internal/external border that
formally separates these two objectives. Resealsh anderscored the issue regarding
different value assumptions and ethical considematin the conduct of the different police
force in EU’s external engagement. It was highkghthat different countries within the EU
and beyond engaging in these activities possefffeaedt set of values and understanding on
how police work shall be conducted.

Moreover, the research also highlighted that ireotd address and study the ethical aspects
of EU external actions more closely there is a needcorporate a focus on the actual
subjects of EU crisis management initiatives i@ analysis, in other words the receivers of
EU security policy initiative being the countrieheve various mission are carried out. This
again opens up a myriad of values and ethical mapbns that have an impact on how crisis
management initiatives is being carried out, theoantability of crisis management
operations, but also what impact they potentiatdlyehon the local population.

In addition, a number of conclusions were reachedhe ethical issues related to security
practices that need to be further addressed. Antbege issues are: CFSP / ESDP and
intelligence; border management and illegal imntigraand; Crisis management operations
and accountability. Evidence also suggests thatctiveent transformation of CFSP/ESDP
opens up multiple venues for further research amdtiay that goes beyond the scope of
research of the INEX project.

The research in this area culminated in a set bfypcecommendations report on managing
the changing relationship between CFSP/EDSP angutiseliction and activities of Frontex.
The report identifies that CFSP/CSDP activitiestlie borderlands increasingly concern
themselves with border management. As a consequarnreasing focus is given to
intensifying closer cooperation with Frontex. Tlesult of this closer cooperation is that two
policy domains, but also two modes of policy impésation, to a greater extent are
interacting. This has several implications for Bi¢ as such but also for its member states. On
a value level, potentially conflicting policy objaes can not only lead to outright clashes or
internal contradiction - but also weaken policyeetiveness and the EU’s ability to achieve
its broader political aims by its means of CSDPsioiss as a result.
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The research also reiterated previous findingsrhath focus is spent on individual technical
aspects. To avoid such overlap, and inconsistenttiespolicy recommendations from the
report realize that policy makers must explicitike into consideration the broader political
implications of the increasing interaction betwe€&montex and CFSP/CSDP in the
formulation of its policies. It is also importatiat this is done in the eventual implementation
and evaluation of its policies. Moreover the ingtdnal changes in the Lisbon Treaty are
designed to facilitate the increased alignment alicg competences and execution. The
research indicated that this is a positive and evete development — but also one that makes
inconsistencies costly in instances where polipessue contradictory rather than mutually
reinforcing objectives.

2.6 Geo-security realities east and west

2.6.2 The Eastern Neighbourhood

Workpackage 5 was one of the two empirically-ledrkpackages, with a focus on policy
developments and research based on primary sonatgses and field-work to be carried out
in ‘The Eastern Neighbourhood’, specifically MoldgwBelarus and Ukraine. The research
carried out in the workpackage complements the amistudy of the three Southern
Neighbours carried out by Workpackage 6 (cf. beJahgse two constituting Phase Il of the
INEX Project. The objectives of the workpackage evdp identify and analyse the
consequences of the evolution of the internal/@eesecurity continuum with regards to
Ukraine, Moldova and Belarus — the EU’s closesginieours in the East.

The first phase of the research tracked the ewnlutf EC/EU policies towards the eastern
neighbours, (ii) examines the European Neighbouth®olicy, in particular those elements
that relate to security in the contexts of UkraiNmldova and Belarus (iii) extrapolates and
analyses the EU’s policies towards the easternhbeigrs in terms of explicit and implicit
‘values’ and ‘ethical’ dimensions — the core comseof INEX. A systematic examination of
current scholarship on the theme of enlargemenifield the evolution of EC/EU policies
towards the Eastern neighbours and examined thepEan Neighbourhood Policy, in
particular those elements that relate to secuntyhe contexts of Ukraine, Moldova and
Belarus. The research analyzed the EU’s policiesatds the eastern neighbours in terms of
explicit and implicit ‘values’ and ‘ethical’ dimeiwmns — the core concerns of INEX.

The research helped to clarify the role played by tFrontex agency in internal
security/border control as a part of the EU’s beyaattions in the Eastern neighbourhood. It
also clarified boarder, visa, migration and demogfauilding issues in the three countries of
the Eastern Neighbourhood - Belarus, Moldova anchldk. Furthermore, a series of policy
workshops proved very useful in establishing castamong experts/practitioners and think
tankers from Belarus, Moldova and Ukraine, workimg the Eastern neighbourhood and
ENP.

The most significant outcomes derived from the aede carried out were that, despite the
overarching set-up of the European Neighbourhookicy?¢ENP), the EU takes a much
differentiated approach to the East and the Sothis differentiation is vividly manifest in
mobility policies and visa practices, which in thast sees the EU attempting a ‘firm but fair’
approach of focusing on visa facilitation and egilag options for legal migration. Though
EU policy is predicated on notions of shared valbgh are consistently espoused by EU
officials, perspectives from the other side of Hbueder see that Brussels’ endeavours harden
and securitize the EU’s outer perimeters, stymge fmovement and engender insecurities in
the Eastern milieu. This is where the ENP’s broagelaratory goals clash with the specifics
in the JHA area — which does not fit easily witlmeighbourhood policy. Thus one of the
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challenges for the workpackage was to understadgesject the implications of this uneasy
JHA/ENP relationship in the Eastern neighbourhood.

Below the political radar much progress is madedatrthe cooperative efforts on the ground
between border guard agencies. Officials fromlakké counties are generally satisfied with
the cooperation with Frontex and the working bifatend trilateral programmes they enjoy
with the EU/member states. Next, though this wagags known to be the case, greater
differentiation has set in amongst the three coemtunder study. Whilst Ukraine both
politically and legally has the most advanced padhip with the EU, in the
mobility/visa/JHA area Moldova has emerged as &rforner; Belarus has no contractual
relationship with the EU, but working cooperatiantmorder management is extensive.

Though ENP is the framework within which the EU doats its relations with the Eastern
neighbours, it is the restrictive Schengen visacgalhich primarily shapes and gives form to
these relations. Moreover, the EU’s visa regime issiconsequences for the mobility of ENP
citizens is the prism through which the neighbotesd to view the EU. The ‘hard edges of
the EU’ are felt very acutely by the Eastern ne@ht and in far more tangible ways than
any manifestation of the EU’s normative and vallaeken mission in the neighbourhood.
One of the consequences of this is that the broats@f ENP are being undermined by the
EU’s practices towards mobility.

Migration is a heavily securitised issue within tB8’s approach to the Eastern neighbours.
The threat of mass irregular/illegal cross bordgratory movements established the creation
of new border regimes in the run up to 2004. Saecurity rationale behind EU policy
remains in place. However, closer inspection ofiskae reveals a nuanced picture and an EU
policy which remains driven by a badly conceivetiafgoremises and is thus ill-suited to the
job in hand. The extent of cross border illegalvaty coming from the East is in its nature
and intensity less than the case in the Southeghipeurhood. Moreover, some sectors of
employment in some new EU member states are gelint on ENP citizens as migrant
workers. One of the main flaws in ENP in this aie#he lack of a rounded-debate on the
EU’s migration needs, a deficiency which means thatmber states maintain a defensive
posture on the issue. One of the upshots of shikdt without legitimate means to travel to
the EU for work, migrant workers from ENP state$ fqp or are forced into taking illegal
routes into employment in the EU. Again, this msexample of EU policy issuing negative
ethical consequences and undermining the declgrabjectives of ENP.

The EU is attempting, albeit in a piecemeal fashitm overcome the fissures and
contradictions that arise through its ‘borderinggtices’. One of the most prominent tools
here is the marriage of readmission agreementswgthfacilitation dialogues. This has been
pursued with both Ukraine and Moldova to good dffealeed the EU has recently launched
visa liberalisation Action Plans with both statedjich give reference to the possibility of
visa-free travel for ENP citizens into the EU atnsopoint in the future. In reality there
remains a sizable gap between the EU’s current offthis domain and what the neighbours
expect. One of the challenges of the Polish EWsiBeacy this year will be to ensure a
momentum on the mobility question and to put itétter synch’ the expectations of the EU
and those of the neighbours.

2.6.1 The Mediterranean Neighbourhood

Workpackage 6 was the second empirically-led warkpge, responsible for furthering the
goals of the project by exploring the ethical cbiagles emerging through the internal/external
security continuum of the European Union in the Medanean Borderlands, specifically in
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Algeria, Egypt and Morocco. This research complesére mirror study of the three Eastern
Neighbours being carried out by Workpackage 5.

The primary objective of the research done in #msa was to document and analyse the
direct consequences in value and ethical termshef avolution of the internal/external
security continuum for three members of the Mediteean segment of the European
Neighbourhood Policy (ENP): Morocco, Algeria, anglypt.

The project reviewed and analyzed the status obfigan Union’s Mediterranean policies in
terms of security, developing a comprehensive agenand analysis of EU policies in these
countries in terms of their value premises andcathtonsequences. Two parallel research
processes were conducted in order to achieve tigesetives. The first one was a review and
comparative analysis of EU documentation, compgisiaf ENP Country Reports,
Commission Proposals, Action Plans, Commission @odncil assessments and Progress
Reports. The second one was a state-of-the-agweand analysis of the scholarly literature
on the security dynamics between both the EU aadvtditerranean in general and the EU
and the case countries in particular with a foqusavealing the values embedded in the ENP.
Most significant results of the research in thisaamcluded beginning to fill a vacuum on
knowledge about EU security policy making vis-atie Mediterranean on the one hand and
Mediterranean neighbours’ responses on the otheredder, the literature review conducted
highlighted, among other things, a shift in EU'slieo of security, from '‘common and
comprehensive security' pursued through non-mylitaeasures to a policy that prioritised
stability through increasing reliance on border agament and security technologies. The
second stage of the research has highlighted tberrence of a merging of the agendas of
not-so-democratic regimes in the southern Medite@a and EU in terms of privileging of
stability and reliance on the military instrumemtaugh highly technologies responses. Three
preliminary conclusions were reached: There iflelitawareness of bilateral and/or
multilateral security cooperation across the Medateean. This, in turn, has implications for
transparency and democratic governance of the isgsector (in the EU and North Africa).
Moreover, North African regimes are given a freacha terms of deciding how to deal with
various situations involving asylum seekers andgal migrants, with implications for
security/liberty balances. Accordingly, EU's prawscstress on democracy and empowerment
of civil society seems to be fading away. Thergsmg intolerance toward illegal migrants in
North African societies. This is regarded by marsythe EU exporting its own societal
divides and insecurities to North African societies

The primary finding of the research tied up witle #imergence of internal-external security
continuum across the Mediterranean was that thefd&an Union was severely criticised for
the inconsistency between the values it is builbrugnd values it seeks to project and
practices it engages in. That said, ethical consecps of European security practices for
individuals, societies and states in Southern Megihean have led various actors (primarily
civil society actors, activists, and scholars) tibaze the EU with reference to the values it
aims to promote. This finding has four dimensidfisst, although the EU is not the actor
behind some security policies, and these are rapgians of cooperation at the country level,
it is almost always the EU that is (wrongly) crigied. Second, while the EU and its member
states have not carefully scrutinised the maltreatmof immigrants by southern
Mediterranean states, societal insecurities haverged in these countries in relation to
increasing number of immigrants. Negative percestiand attitudes at state level towards
immigrants can also be observed. Third, couplech visick of progress in democracy
promotion, EU’'s (member states) cooperation withhautarian Southern Mediterranean
states in the area of counter-terrorism has beestiqued by actors at societal level. Finally,
although visa facilitation and visa-free travel ggsses continue in relation to Eastern
neighbourhood, lack of visa facilitation for thetioaals of Southern Mediterranean states has
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been criticized in Southern neighbourhood by reseuo the differentiated treatment of the
EU.

3. Potential Impact and dissemination

The INEX project has sought to generate impact sargety of levels in European social,
political, cultural, legal and economic life. Itddso by focusing on the value-assumptions and
ethical implications of what has been termed therial/external security continuum. This
continuum is defined as the shifting of professianées, juridical institutions, and political
concepts as a consequence of a changing threackmel The results of the project have
indicate that this shift creates a particular dethallenges when it comes to the way that
professional, institutional and legal values thatdrconsiderable impact on the functioning of
European security institutions. The results of gneject contribute to forming a bridge
between changing understandings of security angahey-based implementation of security
measures. The ethical reflection generated throdigh project will provide new
understandings of how security ideas can put intmia through policy. The potential impact
of INEX will in this sense consist of informing poy-makers on the background, nature and
finality of available or potential security meassiia order to better inform policy-making. It
will provide the basis for integrating technolodisystems with the new social social and
political structures that will form the basis fasaring security in the coming decades and an
era of globalized threats. It will contribute to demstanding the function of security
technologies, grasping the potential challenge&umpean law, and tailoring foreign and
security policy in a way that accounts for the ctawrppy of the internal/external security
dilemmas.

The project began from the premiss that the goalkeotirity research in Europe should be to
increase and enhance the security of Europearer#izSecurity was thus understood as a
social concept and consequently a social challeBgelarifying the value-based and ethical
dimensions of security, INEX will simultaneouslyntobute to clarifying the knowledge and
insights available to policy-makers, raising thegsion level of targeted security policies and
increasing the efficiency and effectiveness ofgbeurity industry. By bringing a more clear
understanding of the role of societal values iruasg European security the results of the
project will support more efficient and direct uskfinancial and human resources in the
considerable task of providing security. Knowleaddgenuman and societal values in security
research will make industrial investment in segutéchnologies more rational, and more
effectively and systematically linked to institutelised scope and limitations of policy-
makers.

The potential impact of the INEX project thus spamaumber areas of security policy making
and implementation: (1) strengthen the scientifisig of policy-making on security and (2)
provide support for security research programmeersakand thereby (3) improve the
effectiveness and efficiency of security researcbrfggmers. From an institutional
perspective, INEX will potentially (4) consolidatand institutionalise an innovative
interdisciplinary means of linking human and saietalues and security policy making.
Research has contributed to (5) build a network Eofopean expertise dedicated to
understanding the link between human activity, nedbgy and security and, more broadly,
thereby also producing spill-over value for othesaarch fields. It has furthermore the
potential to (6) develop a new set of vital staddaior future strategic planning for policy—
making, thus (7) enhancing Europe’s security idgmi the world.
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1. Strengthening the scientific basis of policy-mglon security.

The INEX project has examined current and plannedtjges aimed at managing security
threats to European citizens. Unlike other engsliin¢o the area of security, its innovation has
been in the emphasis on the value-based and etbgtads implicit in policy-making about
security, technological approaches to securityallegpnsiderations of security and the
policing of security threats. Its most importantgydial impact is thus its contribution to a
more robust and nuanced foundation for policy-mg@lon security in these four areas. The
project has clarified the concrete role of sociegtatl human experience in the security
equation and my making clear the kinds of changasadre taking place in that equation. It
thus creates a significant potential impact in widg the scope of understanding of policy-
makers, legal authorities, security professionafs] the security industry and, by including
the dimension of values, give a more precise, aglevand flexible description of the
dynamics of security. The potential result will teeboost the efficiency and relevant advice
to authorities, agencies and industry. This po&ninpact can be differentiated along the
lines of the thematic fields studied through thejeut.

(1) Policy-making through technology. There areosy indications that the future
management of security in Europe will be charasgerihigh dependence upon technological
solutions. Security policy-making will become inasengly dominated by decisions about
technology, and less about people. Cost effecéffesient and useful security policy must be
based on both. By producing knowledge on the hudiarensions of security research and
particular on the link between security technolegand their human-based premises and
actual effects, INEX will have an important impast making policy judgements on most
useful and accurate application of technology tusggy policy.

(i) Legal expertise. European legal norms havengkd rapidly in the last decades, partly in
line with the EU’s political evolution, partly asrasponse to new issues stemming from the
evolved security landscape. Questions of privaeyprimation, visas, arrest warrants,
exceptionalism, etc. all have implications for b&b and foreign police in the area of law.
INEX will provide potentially important support tbe answering of challenges to EU law by
producing knowledge on the ethical assumptionselinko the various levels of EU
legislation.

(i) Professionalisation of security. The equaligpidly changing role and function of
agencies of security, policing, information anceliggence has necessitated an understanding
of security in Europe capable of linking local civauthority to national, trans-national,
European and even trans-European challenges requnansversal and multi-level
understanding of security challenges. The potemtiglact of INEX in this area will be to
provide a common denominator for linking the dieesystems of intelligence and policing
which ultimate must converge in order to achiewecsas in securing the European Union.

(iv) Foreign policy and security. The quickly evinlg landscape of security and insecurity in
Europe has produced considerable challenges farulating relevant and timely Common
Foreign and Security Policy (CFSP) and Europeareimzs and Security Policy (EDSP). The
shifting internal/external security continuum cowies to be the central element in the coming
challenges of managing security in a changing matéonal environment. This environment
is quickly shifting along the lines of politicalpgal, legal and cultural values that correspond
significantly to the basic categories analysed MEX. The potential impact in this regard
will be to contribute to creating the conditions # more targeted and sound policy in the
area of external security.

(v) European Neighbourhood Policy (ENF)he success of the diverse branches ENP has
shown itself to be mixed and only partly coherdnwill depend to a large degree on the
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success of policy-makers in matching policy aatgit with the evolution of security
perceptions and security practices in widely digegeo-political settings. National, sub-
national, regional and local determinations of sig@and insecurity necessitate both accurate
and up-to-date empirically based knowledge of sgcissues on the ground, and a clear
understanding of how human and ethical issues stha@pe&ay this knowledge can and should
be translated into policy.

2. Providing knowledge and analytic support forigé@g research programme-makers.

By bringing a solidly grounded societal focus tawséy research INEX results have the
potential to provide support for the further deysient and implementation of
comprehensive, coherent, culturally aware and Bggiest research agenda. The fundamental
knowledge that INEX research has provided abouethe&al links between widely different
levels of the security landscape have the potertafundamentally contribute to the
continued formulation of research policy that isevant to emerging challenges in the
security itself and in charting, documenting, assggand ultimately applying new forms of
knowledge to ever more sophisticated research anbitResearch results will make private
investment in security research more predictablesermational, and more effective. INEX
project results hold the potential to not only grarore precision to ongoing and planned
security research, but to cast light on what the security threats to Europe are, by asking
what actual human and societal values are at sthk@ European security is at stake. INEX
will in this way make a contribution to focusingcsety research and the enterprise of
securing Europe and its citizens not only as actemurity needs but on the cycle of
knowledge-production, investment and applicatiorat ths the basis of research and
development in the security industry.

3. Improving the effectiveness and efficiency alusty research performers angolicy
makers.

Given the considerable costs of carrying out tetdgybased security research in general,
the results of the INEX project will contribute ¢ost-efficiency. They will help target sociall
relevant research needs, and to clarify the attuwadan issues directly implicated by security
research. This will in turn help to reduce cosdghnology overkill or inadequately targeted
research activity. Social and human scientific aeste has the virtue of being inexpensive in
comparison to equivalent hard scientific or tecbgaal research. By creating the basis for
more strategically comprehensive knowledge of iblel this marriage of interests the project
results will directly assist those involved in teecurity industry to make more effective
investments and more efficient spending decisidhd=X has sought to present a model for
an innovative research strategy based on a sokdbetween social and human science, on
the one hand, and hard science and technologisaareh, on the other. In this way the
project will have provided European enterprisesometitive advantage relative to those
enterprises who pay little or no attention to hurdamensions of their research.

4. Supporting innovation in security policy.

The innovation of INEX in terms of charting an digng the human and values based
dimensions of European security will support greéiexibility and more adaptation to the
quickly changing environment of security and ingégu It will advance flexibility by
providing a set of tools and models for analysiige thuman—and thus security—
consequences of technologically driven policy. MNEesults will in particular contribute
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where re-tooling industrial production is more exgige and more slow than political, social,
cultural and ethical analysis, which can actualpkpelicy-makers industry in tune with the
needs of a rapidly changing society. The challangehich INEX responds is that of building
bridge between two spheres of knowledge, technodbgind societal, in order to highlight
where they meet and where they diverge. Sensithaitpolitical, social, legal and cultural
issues in policy-making on security issues remainsommon for a variety of reasons.
Moreover the size and character of the Europeaeares area and comprehensive inter-
linkages of existing social and human science rebemake this adaptation to a new but
related fields of study. Preparation for the praubproject has demonstrated that the political
and cultural sciences, sociology and anthropolatppt easily to the challenges of this new
security area. Information and research resultsbeamade readily available and be adapted
quickly. All these aspects of the proposed valuented contribution to security research will
thus increase the competitiveness of industrietscti@ose to make use of them.

INEX's innovation will also respond to the new dealjes of the European geopolitical
reality on several levels. First, the immediateowation of INEX springs from its original
aim: to respond to a new set of circumstancesrefathsecurity and insecurity, and the legal
consequences that arises from it. The project ohdessponds by contributing to the
development of a new set of concepts, categorieks dafinitions with the aim of more
adequately mapping the European setting and thdyetdgr supporting policy initiatives and
further research that more adequately respondsstahiallenges. Secondly, the long-term
innovative impact of the project flows from its endlisciplinary structure in general and its
synthesis of three fields of study—threat constamgta broadened understanding of security,
and international law—in particular. Lastly the Bpean Union itself—its demographic and
geopolitical character, as well as its domestic tordign policies—is in constant state of
evolution. INEX project results will provide a captual platform capable of both capturing
the present nature of security and insecurity avadyaing its consequences.

In re-visiting and building upon traditional quests of threat, security and rule of law, results
for the INEX project provide an integrated, intsplinary approach. Far from deploying
this approach, engendering policy actions, thencadéng it, the conceptual and
methodological innovations developed in the cooffste research project will have a lasting
effect on research in this field well beyond theation and the confines of the project or its
first generation policy implication. The projectllvin other words, serve to institutionalise an
innovative interdisciplinary approach to chartimgdaanalysing threats to Europe based on
innovative and up-to-date data and theories. Thiesevations and methods will be
transferable to future policy formation on the ethof security and the nature of its forms and
effects in Europe and elsewhere. It will also sdovgive force and legitimacy to projects that
wish to advance research-based policy of this kirttie future.

5. Building and consolidating a network of Europeexpertise linked to other fields of
research.

The research design of INEX established stronggmaten between institutes. This
integration will have the effect of spreading fgdorms of collaborations between these and
other institute. The networking of scholars has altiplying effect that will be visibly
exploited in the aftermath of INEX as well as imt&tional collaboration. In this way a reserve
of intellectual capital will remain after the coref#d project, an investment in further
research in the field of terrorist threat, secu@tyd international law, for policy-making
consultancy and for education. Among the contrdngi are the development of
interdisciplinary collaboration whose form and sture is transportable to other fields and
other projects, the charting and development oéarh competency through conferences,
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workshops, and dissemination in several Europegioms, traversing a number of research
areas. It will thus seek to develop the tools fartipipating in the formation of public policy.
The interdisciplinary nature of INEX served to nqplif the number of avenues of exchange
to other fields of research. By drawing togethements from political science, sociology,
philosophy, and history the project permits crassifzing on a wide-ranging basis over long
periods. The synergies between law and securityrgg and threat, law and threat, etc. will
spread to respective disciplines and contributecreating new frameworks for further
research of interdisciplinary scope. Furthermole tmethodology of INEX will open
guestions of methodology and approach and therélalenge the conceptualisations of
neighbouring disciplines, thereby inciting innowatin research models.

6. Strengthening the basis of future security gdiarmulation.

INEX has a strong potential to result in a synthesi scholarly concerns brought from a
number of different academic fields. At the sameeti a fundamental aim of the project is to
challenge and recast the premises and presuppssitigpon which policy analysis is

traditionally based. The convention of policy makés to build upon discrete spheres of
knowledge, (international politics for foreign pmji analysis, sociology and economics for
social analysis, legal science for juridical ansy®gtc.) The central motivating premises of
INEX is that European policy should be based orew and hybrid set of premises. The
knowledge produced by INEX will thus potentiallyvieaa lasting effect on the way that

policy, both domestic and foreign, is formulatedtbhg political class of Europe, by the voices
who speak for European interests and the Europegacp. It will in this sense nourish the

consequences of the claim that the European Umsi@an ientity sui generis, and that policy
decisions should be based on the particularityhef European experience of threat and
insecurity.

7. European societal value-added.

In general, the project results have the potetdianhance the European cultural, social and
geopolitical identity by theorising, documentingydaanalysing the particularities of the
European experience of terrorist threat and theisgiey of the European response. In
particular the project, its operation and resuli enhance European public life from a
number of points of views. It will advance a stamdor understanding the background and
finality of security policy, thus adding to a umifi approach and understanding of security and
insecurity, as well as the perception of a socialtynected source of security policy. A
coordinated means for understanding threat andingato it based on principles is will
served to fortify the European public sphere. Inmie of a coordinated understanding of
threat, while at the same time. At the same tirgajrest the backdrop of this unified means of
analysis and transfer of security analysis to sgcpolicy the differentiation of the European
security landscape will permit the recognition @tianal, regional and local variations in
security status and thus policy needs. Furthermuyebringing the field of European law
directly into the study of security policy a clgalitical reference will be made to the notion
of fundamental rights at the heart of the notiofcofopean political identity.
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ANNEX | — List of INEX Beneficiaries

INnsex

European Commission, 7th Framework Programme

Beneficiary No

Beneficiary Name

Contact person

1

International Peace Research Institutd, Peter Burgespéter@prio.np

Oslo (PRIO) (Coordinator)
2 Ericsson Security Systems AS (ERIC)ens Hjelmstad
(lens.hjelmstad@ericsson.chm
Centre d’études sur les conflits - .
3 (CETC) Didier Bigo |
(didier.bigo.conflits@gmail.coin
N . o Serge Gutwirth
4 Vrije Universiteit Brussel (VUB) (serge.qutwirth@vub.ac.pe
Vrije Universiteit Amsterdam (VUA)| Monica den Boer
5
(m.g.w.den.boer@vu.l
6 Centre for Security Studies, CollegiunMarcin Zaborowski
Civitas (CC) (zaborowski@pism.pl
Centro de Investigacién de Relaciongs
7 Internacionales y Desarrollo (CIDOB)Eduard Solerdsoler@cidob.org
3 Bilkent University (BU) Pinar Bilgin
(pbilgin@bilkent.edu.r
9 Centre for European Policy Studies | Elspeth Guild

(CEPS)

(Elspeth.quild@conflits.ofg
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